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COMOPTEVFORI NST 5000. 1

Subj : USE OF MODELI NG AND SI MJLATI ON (M&S) | N OPERATI ONAL
TESTI NG

Ref: (a) DoDI NST 5000. XX (Draft)
(b) DoD Directive 5000.59, "DoD Mddeling and Sinul ati on
Managenent, " of 31 Jul 95
(c) COVOPTEVFORI NST 3960.1G (OID Manual )

Encl: (1) G ossary of Ternms, Abbreviations, and Acronyns
(2) Sanple Acceptance Criteria Matrix
(3) Sanmpl e Model Managenent Plan Qutline
(4) Sanmpl e Menorandum of Agreenment (MOA) for Validation
and Verification (V&) of Mdels and Sinmul ations by
| ndependent Agenci es
(5) Representative Organizational Schematics for
Si mul ati on Managenent Boards (SMB) and Sinul ation
Control Panels (SCP)
(6) End-to-End Accreditation Process Flowchart

1. PURPOSE. There is a general thrust to use nore M&S and | ess
live testing to save noney and tine in DoD acquisition prograns.
To date, nodels have been devel oped and nai ntai ned wi t hout the
engi neering discipline and docunentati on which would give the
nodel s credibility wth acquisition oversight. This MS instruc-
tion is intended to pronul gate procedures which woul d make nodel s
useabl e by operational testers and lend credibility with over-
sight. Interimpolicy and guidance for the devel opnment and em

pl oyment of credible nodels for use in operational testing are
pronmul gat ed herein. Wen superordi nate instructions are published
this instruction will be nodified as necessary.

a. There were several problens associated with the previous
approach to nodel devel opnent and nai ntenance. Previously,
credibility depended on verification, validation, and accredita-
tion (W&A). As previously practiced, V&A was an end of the
process check, costs were exorbitant, and results often did not
nmeet the needs of the operational tester. This instruction pro-
nmot es the phil osophy that credible nodels will result if there is
a disciplined nodel devel opnent and mai nt enance process. Quality
must be built in and maintained. It cannot be verified and vali -
dated in at the end of the nodel devel opnent process. Wth dis-
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cipline infjected up front in the nodeling process, the quest for
savi ngs from nodeling can be realized. Reliance wll be placed
in the devel opers V&V process, as long as it is rigorous and
docunent ed, rather than |IV&V as previously.

b. A standardi zed approach in the devel opnment of nodels and
simulations will facilitate discipline and accreditation. In
general, accreditation will depend on disciplined nodel devel op-
ment and di sci plined nodel and sinul ati on mai nt enance practi ces.
To this end, operational test directors (OID), operational test
coordi nators (OTC) and program nmanagers (PM across all warfare
I i nes must be cogni zant of nodel /simul ation devel opnent require-
ments, schedul es, evaluations, budgets and V&V requirenents.
This instruction serves to:

(1) Assist OIDs/OICs and PMs in conplying with M&S best
practices, as well as incorporating and di ssem nating | essons
| earned from past use of nodels and sinul ations.

(2) Formul ate a basis for nodel W&A into the TEMP proc-
ess.

(3) Standardi ze term nol ogy as well as net hodol ogy
of M&S WV&A.

(4) Conmply with applicable provisions of the forthcom ng
DoD 5000. XX instruction (reference (a)) concerning the V&/ of MS
within the DoD.

(5) Address the use of M&S in nmultiservice and joint
testing, as well as in the joint training and joint MS arena as
defined by the Ofice of the Secretary of Defense.

2. CANCELLATION. None.

3. BACKGROUND. Conplexity of systens currently fielded and

t hose under devel opnent continues to increase. The result is a
spiraling increase in costs and tine to test. MS of weapon sys-
tem performance presents an attractive alternative to reduce
costs and tine to field. Additionally, nodels may help resol ve

i ssues which cannot be adequately resolved by live field testing.
Typical limtations include range constraints, safety concerns,
inability to test in all intended environnments, and inability to
accurately replicate the threat.

a. Moddels have | ong been used by the devel oper/ devel opi ng
agenci es for such purposes as trade-off studies, risk analysis,
test planni ng, subsystem and conponent |evel tests and design,
test rehearsal and test analysis. If M&S is to play the sane
role in operational testing, nodels and sinulations nust be
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credible with the tester and stand up to oversight. To this end,
it is inperative that a rigorous and well documented procedure be
in place to allow for and justify the use of nodel ed or sinmulated
data to augnent actual weapon system perfornance dat a.

b. The establishnent of a defined nethodol ogy for nodel

devel opnent facilitates the accreditation process and is in keep-
ing wth those policies advocated by the Ofice of the Secretary

of Defense and the Secretary of the Navy. |In addition, it is an

i ntegral conponent of the Assistant Secretary of the Navy (RD&A),
Product Integrity Division, nmethods and netrics for product suc-

cess. A disciplined nodel build process should result in consid-
erabl e savings conpared to the ol d nethodol ogy which relied on an
end- of - process | V&V.

c. In general, for nodels being devel oped as part of an
acquisition program the PMcontrols devel opnent of the nodel and
ultimately the anount of discipline built into the nodel. In

order for the nodel products to be useful, the nodel nust be de-
vel oped by a disciplined process in which V& are normal by-
products. Accreditation and credibility could then rely on the
docunent ati on generated during devel opnent rather than an end- of -
t he-process V&V prior to accreditation.

d. The verification process checks to see that nodel inple-
ment ati on accurately represents the devel oper's descriptions and
specifications. The subsequent validation applies the nodel to
alternate data sets and attenpts to determ ne the degree to which
the nodel accurately reflects the real world. Based on the ro-
bustness of this process, the accreditation authority may then
accredit the nodel for use in operational testing.

4. SCOPE. This instruction covers all nobdels and sinmul ati ons

used to suppl enment operational testing. It includes pure nathe-
mati cal sinulations and conputer/ hardware-in-the-loop hybrid
simulations. In all cases, devices, prograns and net hodol ogi es

of nodels determ ned by the OID/ OTC or COMOPTEVFCOR to suppl enent
or substitute for operational testing nust neet the criteria es-
tablished herein. This policy governs the use of |egacy nodels
and simulations currently in use, those under devel opnment, and
those postulated for future use. Wthin this instruction the
terms nodel and sinulation are used interchangeably.

5. TERMS/ABBREVIATIONS/ACRONYMS. Modeling and sinulation ter-
m nol ogy used within this instruction and cormmon to DoD are con-
tained in enclosure (1).

6. OVERVIEW. As early as possible within the devel opnent proc-
ess, COMOPTEVFOR will liaise with the PMto determ ne sufficiency
of assets and resources for test. Upon determ nation that a need
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exists to use nodels or sinulations, steps should be taken to

i npl ement the procedures contained within this instruction.

Early invol venent, proper identification of requirenents and

cl ose coordination with the programoffice are essential to the
devel opment of a functional nodel. Defined M&S requirenents nust
be added to the test and eval uation master plan (TEMP) as soon as
possi bl e.

a. OIDs/OICs must renenber that the objective is to use the
nodel to assess performance - not to focus on accreditation of
the nodel as an end in itself. MS is one of the tools used to
define the effectiveness and suitability of a system and, as
such, should be worked into the top level matrix of test and
eval uation tools.

b. Model /simul ati on devel opnent resources nust be identi-
fied as early as possible to enable the programto budget appro-
priately. Resources should reflect the financial and materi al
requi renents for accreditation as well as the technical expertise
required to augnent DoD personnel on the SCPs and SMBs where re-
qui red and as described | ater.

7. RESPONSIBILITIES

a. Operational Testers. OIDs and OICs nust clearly define
requi red nodel functionality early in the devel opnent cycle.
Acceptability criteria shall be established by the responsible
OPTEVFOR functional warfare division and briefed to COMOPTEVFOR
as an integral conponent of the TEMP approval process. OTICs/OIDs
shal |l coordinate with OPTEVFOR s M&S personnel to determ ne what
is (1) feasible, (2) cost effective, and nost inportantly, (3)
credible. It is inperative the acceptance criteria be determ ned
with care. Up front involvenent will enable the PMto accurately
estimate the potential benefits of the nodel to reduce program
cost, inprove product quality, and project conpletion tine.

OrD OTC i nput shoul d include the anticipated range of data over
whi ch the nodel may be accredited for use, Iimtations that would
render the nodel unacceptable for use, and conditions that would
precl ude nodel accreditation, etc. The acceptability criteria

w Il be updated on a cycle corresponding to requirenents updates
(i.e., ORD/TEMP revisions, major mlestones) or as needed on a
case-by-case basis. Acceptability criteria shall be married to
critical operational issues (CO) (resolution) and presented in
matri x format to COMOPTEVFOR during routine instruction briefs.

A sanple format is contained in enclosure (2).

b. Program Manager®s Participation. Anal ogous to the as-
sets the PM provides for independent operational test, it is
equal ly inmportant that the PM support nodel devel opnment in a dis-
ciplined process. The establishnent of the SMBs and t he estab-
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i shment and staffing of the SCPs together represent key PMs
contributions to credi bl e nodel devel opnent. The SMBs and SCP
serve as a process internal to the developer as well as for the
VW&A process. Specific recommendations are included in para-
graphs 8b(1) and 8b(2) regarding SMBs, and in paragraph 8b(3)
regarding SCPs. Also critical are the nodel managenent plan
(MW), rigorous configuration control, and V&V reports. These
are discussed in par. 8a, Docunentation

8. REQUIREMENTS. \Where shortfalls in operational testing re-
sources occur, and nodels, sinmulations and/or federations of nbd-
els are to be utilized to supplenent operational testing in the
field, two criteria nust be nmet: (1) docunentation, and (2) ob-
servation and review. The follow ng di scussions on docunentation
and observation and review refer to the nodel build process.

Mai nt enance of nobdel discipline is discussed in paragraph 8c.

a. Documentation. Docunentation for nodels and sinmul ations
paral l el s the DoD best practices paradigmfor a conprehensive
approach to software devel opnent. The design, intended use, op-
erating instructions, inherent limtations, etc., nust be well
under st ood and t horoughly defined to enable current and future
use. Early program devel opnent of nodel docunentation ensures
that the build is a disciplined process. Additionally, the ele-
ments of VV&A should be Iiving docunents, current at any stage in
t he process.

(1) Docunent ati on enconpasses three key areas, each of
whi ch is subdivided into a nunber of key subel enments. These el e-
ments are ultimately the basis for COMOPTEVFOR accreditation of a
nmodel or sinulation. Deviations fromthe specifics are all owed
to the degree that the essence of each requirenent is conveyed.
For exanple, quality assurance may not be specifically addressed
in the MW, but if the plan conveys the requisite |evel of over-
sight and checks and bal ances, the criteria is nmet. Legacy nod-
els which typically fail to neet the specific requirenents are
addressed |l ater. The follow ng types of docunentation nust ex-
i st:

MVP
version or configuration control
val i dation report

(2) Model Management Plan. The MW is the overarching
M&S docunment and is singularly nost responsible for ensuring that
t he nodel devel opnent is a controlled process. Instruction or-
gani zation is the decision of the PM nodel devel oper(s) and or-
gani zation(s) responsible for wite-up. The plan nust identify
the organi zational roles, responsibilities, and interrel ation-
shi ps agents involved in devel opi ng, managi ng, and using the
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nodel . It should docunent the procedures for devel opnent, inple-
ment ati on, changes, V&V, as well as specifying any independent
V&V required. As such, OPTEVFOR early involvenent is essential.
The el enments of a conprehensive MVP fol |l ows:

(a) A description and purpose of the nodel, specifi-
cal |y addressing:

nodel use

physi cal description
constraints

strengt hs

limtations

al gorithn(s) description

(b) A summary of devel opnment background and usage
(when/ as applicable), specifically addressing:

devel opnment hi story
owner s
current users/custoners

(c) Managenent approaches and plans for each of the
fol | ow ng:

proj ected schedule to conpletion
desi gn and codi ng

qual ity assurance

testing

security

docunent ati on devel opnent

pl anned upgr ades

personnel qualifications
resource devel opnent

(d) Specific resources, to include:

avai | abl e docunentati on

nmodel points of contact

dat a bases supporting the node
techni cal expertise

archi val storage for nodel data

(e) Sample MMP. Enclosure (3) contains the outline
of an MW for a sinple nodel currently in use. The programrep-
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resents approximately 1250 |ines of code. Cbviously, nore com
pl ex prograns emnul ati ng nore sophisticated systens require man-
agenent plans commensurate with their conplexity.

() Additional MMP Guidance. Mbdels envisioned for
use in augnenting operational testing nust be planned for and
integrated with live test planning from programonset. Last mn-
ute efforts undertaken due to incipient funding shortfalls or
t echnol ogy devel opnent del ays are dooned to failure.

(g) The MW shoul d address a periodic and situational
driven review of nodel devel opnent from nmanagerial (SMB) and
techni cal (SCP) perspectives. The inplenentation of both ensures

that the nodel details are correct while still neeting the re-
quirenents of the "big picture.” Careful selection and early
i nvol venent of team nenbers will mnimze the nunber of person-

nel, as at |east sone nmay be dual-hatted. The MW should al so
i nclude reviews coincident with schedul ed early operational as-
sessnents (EQA) or operational assessnents (QA).

(h) Lastly, the MW should ensure that a disciplined
change control process and reviewis in place to continue valida-
tion of the nodel or sinulation as additional enploynent data
fromthe weapon systemis coll ected.

(3) Configuration Control. Configuration control is the
meti cul ous tracking of hardware, docunentation, program source,
and object code fromthe initiation of a change, to include the
change subm ttal and recommendati on process through inplenenta-
tion, conpilation, and distribution of the nodel program It
very closely resenbles the configuration control process to be
i npl emented for software-intensive systens. For purely software
nodel s it should be identical. The terns configuration control
and version control are used interchangeably in this instruction.
Version control may be defined in i ndependent instruction(s) or
may be enbedded in the MWP. It identifies the plans and require-
ments that govern the configuration managenent. The version con-
trol or configuration managenent plan should address the foll ow

i ng:

(a) Configuration control itens, to include:

I=

Har dwar e.
2. Program source and object code.

3. Program docunentation of input variables,
speci al variable requirenents, default val ues.
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4. Master list of all configuration itenms, their
| at est version numbers, and rel ease dates.

5. Conpatibility with other nodel s/sinulations
necessary to acconplish program goals but not resident within the
PM s organi zati on.

(b) Definition of configuration control process to

i ncl ude:
1. Software status accounting procedures.
2. Handling of changes to requirenents.
3. Translation of requirenents changes to soft-
war e.
4. Control points and reviews within the proc-
ess.
(c) Changes to designs and codi ng.
(d) Testing of changes.
(e) Distribution control to include positive control.
(f) Description and results of all software contro
audi t s.

(g) Verification of correction of deficiencies.

(4) Verification and Validation. V&V are the foundation
for accreditation. Solid managenent plans and configuration con-
trol are essential to ensuring a quality product, but V&V is the
cornerstone. |t cannot be overenphasi zed that early discipline
i n nodel devel opnent in terns of the docunentation addressed ear-
lier and periodic formal review addressed next obviate nuch of
the end of process V&. V&V procedures and the V&Y agent's des-
ignation and responsibilities nust be in accordance wth the Navy
InterimPolicy Guidance on M&S WE&A, but as a m ni mum i ncl ude:

(a) Accreditation Statement. |[If the nodel is to be

used to suppl enment operational testing it will need to be accred-
ited, and the acceptability criteria should be the opening para-

gr aph(s).
(b) Operating paraneters, to include:

1. Input paraneter ranges.
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2. Fixed data ranges.

3. Conpatibility with live test data

4. Sensitivity analysis of input variables.

5. Configuration to which these paraneter and

data ranges apply.
(c) R sk analysis of the nodel to include:
1. A conparison of the level of effort directed
at the validation effort to the risk of a wong answer for each
speci fi c nodel use.

2. Risks incurred in building the nodel.

3. Subsequent risks to the system under devel op-

nment .

(d) Summary of previous testing.

(e) Custonmer comments to date.

(F) List of trouble reports for the nodel.

(g) Code review to include review for correctness
(any software packages enpl oyed and their results), consistency,

and under standability.

(h) Algorithmreview, to include assessnent of
adequat e/ nonexcessive fitting paraneters.

(1) I nput/output review.

(J) Data base review for consistency, currency, and
correctness.

(k) Validation showi ng the data points selected with
respect to the range for each variable or parameter. Testing
shoul d broadly cover the envel ope and explore the boundaries or
fringes. Testing in order of preference is:

1. Validation by conparison to actual system
performance data ("real life").

2. Validation by conparison to simlar pre-
exi sting nodel results, in which there is high confidence.
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3. Validation by code analysis or peer review.
(1) Analysis of test results fromnean data to an
expl anation of nodel and sinulation outliers.

(m) Conparative summary of nodel performance as
specified in accreditation statenent to denonstrated performance.

(n) Schedul e of data capture during future events to
provide further credibility to the nodel.

In the case where V&V are to be perfornmed by an i ndependent
agency with oversight by the SCP and/or SMB, encl osure (4) con-
tains the recommended baseline elenments to be delineated in the
MOA. The inclusion of all listed elements will ensure that the
SMB has sufficient information to certify and the accreditation
authority to accredit the nodel.

b. Observation and Review. MS review is to be conducted
on a regular basis. Frequency of reviewis ideally a function of
the stage of nodel devel opnent and/ or degree of use. Along with
assessnment on a regul ar basis, nodel devel opnent progress shal
be eval uated at each phase of operational testing in accordance
with the section on reporting requirenents. Cbservation and re-
view shall be conducted at both the managerial |evel (SMB) and
the technical |evel (SCP).

(1) Simulation Management Board. The SMB is the princi-
pal agent for the devel opnent of sinulation nmanagenent policy and
its inplenentation. Depending on the projected scope of the
nmodel or sinulation (nost likely to occur in the case of a fed-
eration of nodels), one or nore SMBs nay be required to support
the overall effort. A sanple SMB organi zation is depicted in
enclosure (5). The title of the group is not inportant; their
function, however, is critical. The SMB nust be responsible as
the PMs and user's agent for dealing with activities outside the
programthat are involved in nodel conponent devel opnent or inte-
gration. Utimtely, the SMB will be responsible for assessing
nodel or sinulation performance as an input to accreditation. In
addition, the SMB wi || :

(a) Maintain programw de oversight, provide recom
mendati ons, and take appropriate actions to ensure proper execu-
tion of simulation managenent objectives and policies as defined
by the nodel users.

(b) Coordinate, resolve, and di ssem nate resol ution
of technical issues affecting authorized sinulations.

10
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(c) Serve as the user(s) designated representatives
i n discussions of nodel or sinulation content and net hodol ogy for
all programrel ated nodel s and sinul ati ons.

(d) Maintain the nodel/simulation archive and ensure
retenti on of docunentation provided in support of initial certi-
fication and any subsequent updates.

(2) To this end, the follow ng actions on the part of
the programoffice will facilitate inplenmentation and operation
of the SMB:

(a) Designate nodels and sinul ations requiring SVMB
certification as a prelude for accreditation early in the pro-
gram

(b) Ensure that statenents of work, engineering
change proposal s, and/or tasking statenents include the authority
and responsibility for managenent, control, delivery, and nainte-
nance of authorized nodels and sinul ations.

(c) Review and approve programmati c and techni cal
recomendati ons of the SMB for consistency with assigned task
priorities and avail abl e program resources.

(d) Approve the MW

(e) Coordinate the acceptance criteria with
COMOPTEVFOR t o ensure that the nodel will neet the required ob-
jectives to support operational test.

(f) Designate a single point of contact for coordina-
tion of all sinulation nmanagenent activities within the program

(3) Simulation Control Panel. SCPs are responsible for
provi di ng techni cal support to the SMB and for review ng and rec-
ommendi ng sinul ation products for certification. Ildeally, the
SCP is a group of independent technical experts scrutinizing the
operating details of the nodel or sinulation in conjunction with
i nternal programexperts. The SCP should periodically reviewthe
nmodel for accuracy of the approach, use of algorithns, applica-
bility of data in use, software devel opnent (as applicable),
hardware in use (as applicable), etc. SCP conposition should
reflect the major contracting agent, PM COVOPTEVFOR, and an
agreed upon nunber of technical experts working as trusted agents
for COMOPTEVFOR. |ssues regarding the nodel are to be forwarded
to the SMB for review and resolution. Specifically, the SCPs are
responsi ble for:

11
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(a) Providing a recogni zed channel for technical re-
vi ew and techni cal approval of sinulations and supporting docu-
ment ati on.

(b) Review ng simulation products and processes.
Recomend to the SVB, as appropriate, sinmulation certification
wi th attached specific applicability of use for which the nodel
or sinmulation is valid.

(c) Providing periodic nodel status, plans, sched-
ules, and other reports as required to the SMB.

(d) The selection, review, and distribution of certi-
fied reference sinulations, nmodels, data bases and check cases as
required.

(e) Maintenance of specific certification require-
ments for sinmulations within their purview

A representative SCP is depicted in enclosure (5).

c. Maintenance of Model Discipline. Mst of the |egacy
nodel s and nost of the devel opnental nodels which will be nain-
tai ned over an extended period of time will reside with the Navy
| abs. This instruction proposes a "Partnership in Quality Mdels
and Sinulations” with key Navy | abs as a neans to maintain disci-
pline in Navy nodels. |In general, the requirements for maintain-
ing nodels in credible condition are the establishnment of nodel
managenent boards and nodel technical panels and better docunen-
tation of nodel teamactivities. A study by Naval Air Warfare
Center, China Lake, CA, indicates that the docunentation required
can be generated by adding one additional person to a nodel team
Encl osure(4) outlines an MOA which could be used as a basis for a
"Partnership in Quality MS" program

9. ACCREDITATION PROCESS SYNOPSIS. A flowchart for the ac-
creditation process summarizing the pertinent elenments of this
instruction is contained in enclosure (6).

10. REPORTING REQUIREMENTS. Evaluations during periodic review
or EQAVQA's will be a quantitative and qualitative assessnent of
t he managenent plan, version control, and the validation report.
Grading criteria follows the standard COMOPTEVFOR reporting col or
codes (red, yellow, green, or white) where:

Red There are areas of significant risk
Yel | ow A noderate level of risk is identified
G een Little or norisk is identified

White Not eval uated or assessed

12
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Equal ly inportant to reporting on the discipline in the process
is areport on the nodel's capabilities. The report will include
what information can be gl eaned fromthe nodel and a conparison
to the CO slated for resolution per the testing matrix defined
earlier. For exanple, "The nodel predicts degraded perfornance
agai nst target type X in environnent Y due to design limtation
zZ."

11. LEGACY MODELS VS NEW STARTS

a. It is obviously easier to inject discipline into the
devel opnent process of a new start nodel or sinulation to ensure
that each of the criteria are net. It is nmuch nore difficult,
however, to find an existing nodel that will performin the man-
ner desired while neeting the requirenents for a nodel nanagenent
pl an, version control, and V&. For a |egacy nodel or simulation
requiring one tine usage, a peer review may be conducted for cer-
tification. The peer review w ||l conbine the essential elenents
and representative nenbership of normal SCPs and SMBs in an in-
tensive review of the nodel. Operational testers, devel oper rep-
resentatives, technical experts and academ a will scrub the node
in question and ascertain its applicability. This certification
wll then be the basis for accreditation by the operational
tester. The certification shall not be renewed for additional
testing, as this procedure will not be used as a substitute for
formal i zed and substantive review on a regul ar basis.

b. In cases where additional future use of the uninstruc-
tioned, uncontrolled, or unvalidated nodel is considered, a for-
mal managenent plan, version control strategy, and validation
effort should be devel oped. Validation nust always be consi dered
for the case where nodel updates or enhancenents are consi dered.
El ement s/ menbers of the peer review may mgrate to the fornmal
SCP

12. MULTISERVICE AND JOINT TESTING

a. In the case of multiservice or joint testing where the
Navy is the | ead service, MS devel opnent for use in supporting
operational testing will be in accordance with this instruction
unl ess otherwi se directed. Plans for nodel accreditation will be
briefed to other services or DOT&E as appropriate at m | estone
deci sions or as requested. Oher service evaluation agency ac-
creditation requirenents will be incorporated to the extent fea-
sible, after which the services may elect to augnent with their
own devel opnent efforts.

b. In the case where another service has devel opnent | ead,

a review of proposed nodel use and devel opnent will be conduct ed.
| f acceptable | evels of nodel managenent, version control, vali-

13
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dation, and |l evels of nodel perfornmance are projected,
COMOPTEVFOR may plan for their use in supplenenting operational
testing. COMOPTEVFOR may then accredit the nodel for its spe-
cific purpose. At any point COMOPTEVFOR may reject in whole or
part aspects of the nodel deenmed not to neet the criteria con-
tai ned herein.

13. LESSONS LEARNED. OIDs/OICs are directed and PMs are invited
to submt MS | essons | earned after each phase of testing using
the nodel or at other intervals deened appropriate to the M&S
branch at COMOPTEVFOR. The M&S branch wi Il establish and nai n-
tain the lessons learned in a readily accessible format for re-

vi ew by other OIDs/OICs and interested DoD parties.

14. FORMALIZATION OF PROCESS

a. To the maxi num extent practicable, the nodel devel opnent
pl ans shoul d be incorporated in the TEMP process to assure that

all interested parties are cognizant of applicable tinme |ines,
resources required, etc. It is recomended that the devel opnent
time line and requirenents be folded into TEMP Parts 111, 1V, and

V to cover nodel work to date, current status, projected use, and
resources required.

b. Reference (c¢) and this policy wll be updated peri odi -
cally to keep pace with changes to references (a) and (b).

c. OPTEVFOR, will publish an annual OT M&S requirenents
plan. This plan wll involve quarterly planning conferences ro-
tated through the various | abs enployed in the M&S process, and
[iaison with program managers. The reviews are to focus on works
in progress, current practices, and future devel opnent prograns
for M&S requirenments. In addition, OPTEVFOR will maintain an
active M&S board reflecting the state of nodels under devel opnent
or in use for Or.

15. SUMMARY. The application of a disciplined process fromthe
early specification of acceptance criteria by OPTEVFOR, through
meti cul ous docunentation, to formal review and certification by
the SMB will create a nore reliable and certainly nore credible
process. Building discipline into a nodel during the nodel build
process and then maintaining the discipline through the nodel's
life will result in nore useable, credible nodels and are key to
realizing cost and schedul e savings in devel opnent prograns.

11sl] ;Zy;m
J.J. ZERR
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Glossary of Terms, Abbreviations, and Acronyms
* TERMS COMMON W/DRAFT DOD 5000.XX

ACCEPTABILITY CRITERIA. A set of standards that a particular
nodel or sinulation nust neet to be accredited for a specific
pur pose.

ACCREDITATION. The official certification by the operational
tester that a nodel or sinmulation is acceptable for a specific
pur pose.

ACCREDITATION AUTHORITY. An individual occupying a position with
the appropriate rank, grade, responsibility and/or authority to
accredit a nodel, sinulation, or federation of nodels and/or

simul ations for a specific purpose. For operational testing con-
ducted by OPTEVFOR, this authority resides with Commander,
OPTEVFOR.

CERTIFICATION. The determ nation that a data set has been veri -
fied and val i dat ed.

CERTIFICATION AUTHORITY. Individual or board wth responsibility
for certifying that a nodel has been properly verified and vali -
dat ed.

CONFIGURATION CONTROL. Sane as Version Control.

COOPERATIVE DEVELOPMENT. A project in which two or nore DoD com
ponents share in domain research, technical studies, or technol-
ogy devel opnent that may result in dissimlar MS applications.

DOCUMENTATION. Paper trail for nodel devel opnent designed to
ensure node devel opnent is a controlled, diciplined process.

FEDERATION (OF MODELS AND/OR SIMULATIONS). A systemof interact-
i ng nodels and/or sinulations, wth supporting infrastructure,
based on a common understandi ng of the objects portrayed in the
system

JOINT M&S. Abstract representations of joint and Service forces,
capabilities, equipnent, material, and services used in the joint
environment by two, or nore, mlitary services.

JOINT TRAINING. Mlitary based on joint doctrine to prepare
joint forces for or joint staffs to respond to operational re-

qui renents deened necessary by the conmanders-in-chief to execute
t heir assigned m ssions.

Encl (1)
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LEGACY MODEL. Model whose existence pre-dates the inplenentation
of this instruction and typically fails to neet the docunentation
and observation and review criteria established herein.

MAJOR MODELING AND SIMULATIONS. Include, but are not limted to,
M&S whose intended application will require accreditation by DoD
or conponent policy; that will be elenents of a federation of
nodel s and simul ations; that are intended for reuse; whose appli -
cation involves safety of life; and, whose devel opnent wll in-
vol ve comm tnent of significant DoD resources.

MODEL (OR SIMULATION). - A physical, mathematical, or otherw se
| ogi cal representation of a system entity, phenonenon, or proc-
ess.

MODEL MANAGEMENT PLAN (MMP). The overarching docunentati on gov-
erning the nodel, simulation or federation of nodel devel opnent,
val i dation, verification, and use.

OBSERVATION REVIEW. Oversight of nodel/sinulation devel opnent by
t he sponsor and users through technical and manageri al panels.

SIMULATION CONTROL PANEL. Board of technical experts whose func-
tion is to provide technical support to the sinulation nmanagenent
board on the operating details of the nodel.

SIMULATION MANAGEMENT BOARD. Executive board principally respon-
si bl e for nodel managenment policy and its inplenentation.

VALIDATION. The processing of determning the degree to which a
nmodel is an accurate representation of the real world fromthe
perspective of the nodel's intended usage.

VERIFICATION. The process of determ ning that a nodel inplenen-
tation accurately represents the devel oper's conceptual descri p-
tion and specifications.

VERSION CONTROL. The concise and orderly dissem nation and
tracking of a nodel and any nodifications to it. Used inter-
changeably with configuration control
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Sample Acceptance Criteria Matrix

SYSTEM DESCRIPTION: M ssile wth type XX seeker to counter
type YY threat in type ZZ environnent

End-to-end | Launch | Acquis. | Track Mid-Course Warhead ECCM & IRCM
System Effect | Effect | Effect Guid. Effect Effect Effect
Evaluation

M&S Requi red

for CO NO NO NO YES NO YES

Resol uti on

Accept ance Accur ate represen- Model to incl

Criteria tation of seeker t hreat power out
ginbal [imts under level s, (>XX
desi gned g-1 oads watt/st) ducting
w in design op and scintillation
range. Model nust effects, threat
i ncl ude performance nmodul ati on tech-
in tenp range ni ques

XX <T"<YY", rain-
fall AA'<R'<BB",
etc to show guid-
ance response under
operational envi-
ronments

Encl (2)
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Sample Model Management Plan Outline

The followng is an exanple of an MW for a relatively sinple
nmodel . The nodel consists of approximtely 1250 |ines of code.
The I evel of detail in any nodel managenent plan should be com
mensurate with its conplexity. Italicized text belowis the rep-
resentative managenent input for this nodel. Details should ac-
curately reflect the nodel under evaluation. Note that the cri-
teria spelled out in part 8 of this instruction are tailored to

t he nodel under review

1. Objectives. The objectives of the MW are to:

a. instruction procedures for applying management disci-
plines and system engineering (e.g. Configuration Management,
quality evaluation, testing, security, etc.) throughout the life
cycle.

b. 1i1dentify the resources required to manage the model.
(who, what, where, when, costs, etc.).

c. 1dentify the organizational roles and interrelationships
of all agencies involved in acquiring, managing and using the
model while specifying the responsibilities of each.

d. 1i1nstruction the level of independent V&V to be applied.
e. other objectives as applicable.
2. Introduction. Address each of the follow ng:

a. Purpose of the Plan. (Example: This plan i1s being de-
veloped to instruct in the responsibilities and procedures sup-
porting COMOPTEVFOR"s use of the model to include the current
evaluation effort, the configuration control process and proce-
dures, and the process of obtaining and interpreting model re-
sults).

b. Managenent Plan Updates and Control. (Example: Updates
to this plan will be approved by..., promulgated by..., distribu-
tion will be limited to...).

c. Applicability. (Example: This model management plan
governs model(s) NAME, control NUMBER, VERSION XXX).

Encl (3)
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3. Model Details

a. bjectives of the Sinulation. (Example: The simulation
i1s designed to answer critical questions regarding COlIs A, B, and
C. Specifically, wrt system effectiveness, the model should pro-
vide information on the acquire, track, engage, etc).

b. Operating Environnments. (Example: The model is de-
signed to provide data on system performance in operating envi-
ronments XX and YY. [Insufficient (or no) system performance data
exists iIn this area.)

c. ldentification of users, devel opi ng agencies, supporting
agencies, and the relationships between them (Self-explana-
tory).

d. ldentification of probable changes and pl anned i nprove-
ments. (Example: Program XX i1s designed as an evolutionary ac-
quisition. The model/simulation will be updated during FOT&E to
incorporate system performance with widget ZZ).

4. Software Devel opnent And Support

a. ldentify roles, responsibilities and rel ati onshi ps of
agencies involved in software devel opnent. (Self-explanatory).

b. Identify all boards and conm ttees involved in managi ng
software resources. (Self-explanatory).

c. ldentify references and standards that apply. (Example:
Model development commenced under DoD 2167 standards, program is
grandfathered under these standards until revision XX. Following
waivers/additional restrictions have been implemented due to non-
criticality/criticality of function YY...).

d. ldentify software devel opnent processes enpl oyed.
(Example: Integrating software employs full fault isolation and
5000-hour failure criteria during shakedown. Program employs XX
subroutines. Subroutine AA employed commercial checking program
MM to detect dead ends iIn the code, etc. Subroutine BB subcon-
tracted to facility NN with unknown reliability.) Also include
management controls used.

e. Specify software devel opnment m | estones. (Example:
Contractual, technical reviews and audits, test schedules,
planned releases, and deliveries).
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f. ldentify and describe all conponents of the software
engi neering environnment.

g- Configuration Managenent. Ildentify the software status
accounting procedures and policies, describe the configuration
control process, and identify the results of previous audits and
pl ans to correct deficiencies. (See specifics required under con-
figuration or version control and cross reference with industry
best practices and COMOPTEVFOR OTD Manual, Software Annex).

5. Hardware Devel opnent And Support. (Same as software).

6. Descri be the plans and procedures for instruction prepara-
tion, update, control and distribution.

7. | dentify the review and observation process. The process
shoul d have the functionality described in this instruction.
Del i neat e board nmenbershi p and positional responsibilities.
(Self-explanatory.) Specify reporting requirenents (Per this
instruction). 1In the case of outside V&V efforts specify the
agents, responsibilities, schedul es, and supporting organiza-
tions.

8. | dentify security requirenents and responsibilities. (Self-
explanatory).

9. | dentify safety concerns and procedures. (Self-explana-
tory).

10. Develop a resource conpendium (Example: The following
resources are required by the specified dates in order to con-
tinue seamless model development:

CPU-23X 31 MAR 9X

SENSITIVITY ALGORITHM 27 JUN 9X

3 AIDA PROGRAMMERS 17 OCT 9X)
11. ldentify Training Requirements. (Example: Maintenance
technicians are required to demonstrate the following skills
prior to repair or disassembly of mainframe components...., Per-

sonnel operating the system are required to complete...).
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Sample MOA for Validation and Verification of Models and Simula-
tions by Independent Agencies

This outline is intended to formthe basis of any MOAs exe-
cut ed bet ween COMOPTEVFOR and technical agents for the purpose of
eval uating or maintaining any nodel. Utimately, the credible
mai nt enance of nodels will allow for sinpler reaccreditation.

The MOA shall address the follow ng essential el enents:

| nt roducti on
Wiy procedure is integral part of OT
St andar di zati on of processes required for COMOPTEVFOR
confi dence
This MOA defines scope and responsibilities

Managenment I nterface
| dentify Managenent | eads as designated by PM and
COMOPTEVFOR

ldentify responsibilities
Desi gnate Techni cal Leads
Speci fy conduct of early planning (as applicable)
Specify oversight of O M&S efforts
Assi st/ Formul ate SMBs, SCPs as required
Formul ate technical interface
Speci fy designation of technical |eads as designated by

managenent | eads

Del i neate technical |ead responsibilities
Coor di nate TEMP M&S i nput
Execute and track MS effort
Plan accreditation effort as required by COMOPTEVFOR
Pl an network requirenments for ADS applications

Si mul ati on Managenent
Specify critical reviewitens (as listed in body of this
instruction with additional elenents as required).

Eval uati on of Sinmulati on Managenent Pl an
Specification of report format

Confi gurati on Managenent
Specify critical reviewitens (as listed in body of this
instruction with additional elenents as required).
Eval uation of Configuration Managenent
Specify report format

Verification and Validation
Verification and validation nmethods requirenents (Recommend
the following be iIncluded: detailed description of
methods employed, audits conducted, comparisons made, test

Encl (4)
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data used, other simulations employed, identification of
subject matter experts with credentials and opinions).



COMOPTEVFORI NST 5000. 1

Sample Organization

for

Simulation Management Board (SMB)

Program Office
[

[ | |
Co-Chairman Chairman Co-Chairman
(Iffas possible) (Program Manager) (Iffas applicable)

| [ [

|
[ |
Members Members
(VOTING - for example) (NON-VOTING - for example)
Chair, Co-Chairs, Lead Lab, COMOPTEVFOR
Navy Technical Agent, Others as Applicable Contractor Support

Technical Review Board

Technical Review Boards (TRB)

Program Office

Technical Review Board (A)
(Sample Membership)

Technical Review Board (B)
(Membership as Appropriate)

Chairman

Co-Chairman
(Iflas Applicable

Example Members
COMOPTEVFOR NAWCDD NRL
NSWC/DD NSWC/IH JHU/APL NRaD
NAWCWD MCTOEA CNA NUWC

Contractor Support

Encl

(5)
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Accreditation Process Flowchart

Establish Review Boards
(SCP's& SMP's)

Need for Model Exists
(Usually determined by SMB,
or in case of no SMB, by
COMOPTEVFOR for OT)

Y

Establish Documentation

* Management Plan

« Configuration Management
» Verification & Validation

v

Conduct
Periodic
Reviews

v

SCP
Recommend Certification

v

SMB Certify

Recommend Accreditation

Produce
Documents

Are
Document
Ragmts
Met?

Model For
One-Time
Use?

*Y ES

NO

Establish
Review Boards
(SCPs/SMBs)

Establish
Peer Review
Process

Peer Review Group
Certify & Recommend
Accreditation

COMOPTEVFOR
Accredit Model

YES

Model For
One-Time
Use?

v v

Terminate Process
Requirements & Resources
Inadequate
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